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protobuf

Add device profile

Q) vevice profile sersils

MOTT device payload
{ Select Protobuf payload type

Protobuf

@ [ransport canfiguration

[ Enable compatibility with other payload formats

1 yntax ="protol”;

2 package telemetry;

3

4- message SensorDataResding {

optional double temperature = 1;
optional & humidity = 2;
InnerObject innerDbject = 3;

1 syntax ="protol”;
2 package sttributes;

Mext: Alarm rules

e

Add device profile

° Dewice profile detais

9 Transport configuration

charma

syntax ="protod";
2 package rpc;

- message RpcRequestMsg {
optional string method = 1;
optional in 2;
optional string

1

Eyntax ="protod";
2 package rpc;

- message RpcResponseMsg {
optional string paylead = 1;
}

Back Neut: Alarm rules

o -

protobuf roor

0 payload

AN

payload
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CoAP
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| - JSON
Json

JSON

=Y
=Y

9 Protobuf payload
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Add device profile

o Device profile details o wwm 9 ° |:(.'I'ﬂ|L.L-' provisioning

CoAP device payload
§

Protobuf

Telemetry proto schema
1 syntax ="proto3";
2 package telemetry;
3
4 - message SensorDataReading {

H

[ optional double tempersture = 1;
7 optional double humidity = 2;

8 InnerObject innerObject = 3;

L]

Atributes proto schema

1 syntax ="proto3”;

2 package attributes;

3

4- message SensorConfiguration {

5 optional string firmsarevVersion = 1;
[ optional string serialNusber = 2;
?

}

Add device profile

@ oevice profile details (2] m,“""""'ﬂ"“""‘ (3]

71}

RPC request proto schema

1 syntax ="proto3”;

2 package rpc;

3

4- message RpcRequestMsg {

5 optional string method = 1;
& optional int32 requestId = 2;
7 optional string params = 3;
8}

RPC response proto schema
1 syntax ="prote3”;
2 package rpe;
3
4- message RpcResponseMsg {
5 optional string payload = 1;
6 }

protobuf ’ F € oo " protobuf roor
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temperature,
humidity,
air pressure,

5
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$ E
{

“firmwareVersion":"v2.3.1",
"booleanParameter":true,
"doubleParameter":42.0,
"longParameter":73,
"configuration™: {
"someNumber": 42,
"someArray": [1,2,3],
"someNestedObject": {"key": "value"}
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) T w I y “ f XKkey
Y Yy W™ 1 string | boolean; doublej integer JSON
nr ~ 5y E (double), (integer), hvac (boolean), hvac
(string) (JSONE
{
"temperature": 42.2,
"humidity": 70,

"hvacEnabled™: true,

"hvacState": "IDLE",

"configuration™; {
"someNumber": 42,
"someArray": [1,2,3],
"someNestedObject": {"key": "value"}

}
}
z~ D Lp A2 JSON “r Y F
toz7 X" Hor
[ 1 E
{
"ts": 1527863043000,
"values™: {
"temperature": 42.2,
"humidity™: 70
}
}
API
27 llg Y J Y E
MQTT
CoAP
HTTP
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9 originator telemetry > =Y A TF fi r

4
3 enrichment S | fi I o
Y X l (I
g analytics Y Y . r
" v I r
REST API

¢t e wll RESTAPI 0 E
tAPI Swagger Ul H RESTAPI | API 0 TB

v1.0+ API URL nplugi hnt g

GET § entity entity id key A

http(s)://host:port /api/plugins/telemetry/{entity Type}/{entityld}/keys/timeseri
es
curl -v -X GET http://localhost:8080/api/plugins/telemetry/DEVICE/ac8e6020 -
ae99 11e6 b9bd 2b15845adade/keys/timeseries \
-- header "Content - Type:application/json" \
-- header "X- Authorization: $JWT_TOKEN"
['gas","temperature"]
® € : TENANT, CUSTOMER, USER, DASHBOARD, ASSET, DEVICE, ALARM,

ENTITY_VIEW

GET § entity entity id value A

http(s)://host:port/api/plugins/telemetry/{entity Type}/{entityld}/values/timese
ries?keys=key1,key2,key3
curl -v - X GEThttp://localhost:8080/api/plugins/telemetry/DEVICE/ac8e6020 -
ae99 11e6 b9bd 2b15845adade/values/timeseries?keys=gas,temperature \
-- header "Content - Type:application/json" \
-- header "X- Authorization: $JWT_TOKEN"
{
"gas": [

{
23
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"ts": 1479735870786,
"value": "1"
}
I,
"temperature”: [

{
"ts": 1479735870786,

"Va|Ue": ||3||

® € : TENANT, CUSTOMER, USER, DASHBOARD, ASSET, DEVICE, ALARM,
ENTITY_VIEW

GET § entity entity id A% value A

http(s)://host:port/api/plugins/telemetry/{entity Type}/{entityld}/values/timese
ries?keys=key1,key2,key3&startTs=1479735870785&endTs=1479735871858&interval=600
00&Ilimit=100&agg=AVG

The supported parameters are described below:

keys - I 4 § keyA 1
startTs - Unix Fon eV g
endTs- Unix ro eV g
interval - I € Yorr
agg- * MIN MAK AVE SUM COUNTNONE " |
limit - [
"t g startTs | endTs interval 4V | -
y . c

curl -v -X GET"http://localhost:8080/api/plugins/telemetry/DEVICE/ac8e6020 -
ae99 11e6 b9bd
2b15845adade/values/timeseries?keys=gas,temperature&startTs=1479735870785&endTs
=1479735871858&interval=60000&limit=100&agg=AVvVQG"

-- header "Content - Type:application/json" \

-- header "X- Authorization: $JWT_TOKEN"

"gas": [
{
"ts": 1479735870786,

"Value": "1"

2

24
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"ts": 1479735871857,
"value": "2"
}
I,
"temperature”: [

{
"ts": 1479735870786,

"Va|Ue": ||3||

"ts": 1479735871857,
Ilvaluell: II4II

® € : TENANT, CUSTOMER, USER, DASHBOARD, ASSET, DEVICE, ALARM,
ENTITY_VIEW

WebSocket API
" & WebUlg, Websocket APl 4+ RESTAPI | ° H
.

2" llg NI URL ¥ *  Websocket

ws(s):// host:port/api/ws/plugins/telemetry?token=$JWT_TOKEN
z” i n ;
cmdld- n r Websocket X ©K
entityType - ° 0 : TENANT, CUSTOMER, USER, DASHBOARD,
ASSET, DEVICE, ALARM
entityld - ° © X
keys - 4 keysi A
timeWindow- in eV nr [now() - timeWindow,
now()] XX
startTs - (] eV . nr X
endTs- 04~ rn eV g
}
}

token - JWh Tz g ' n r

entityld - z IDr
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deme Tt o host:port
127.0.0.1:8080 host:port ws://
<IDOCTYPE HTML>
<html>
<head>

<script type="text/javascript">
function WebSocketAPIExample() {
var token = "YOUR_JWT_TOKEN";
var entityld = "YOUR_DEVICE_ID";
var webSocket = new

WebSocket("ws(s)://host:port/api/ws/plugins/telemetry?token=" + token);

if (entityld === "YOUR_DEVICE_ID") {
alert("Invalid device id!");
webSocket.close();

if (token ==="YOUR_JWT_TOKEN") {
alert("Invalid JWT token!™);
webSocket.close();

webSocket.onopen = function () {
var object = {
tsSubCmds: [

H

-wss://

{
entityType: "DEVICE",
entityld: entityld,
scope: "LATEST_TELEMETRY",
cmdld: 10
}

1,
historyCmds: ],
attrSubCmds: []
h
var data = JSON.stringify(object);
webSocket.send(data);
alert("Message is sent: " + data);

26
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27
webSocket.onmessage = function (event) {
var received_msg = event.data;
alert("Message is received: " + received_msg);
¥
webSocket.onclose = function (event) {
alert("Connection is closed!");
¥
}
</script>
</head>
<body>
<div id="sse">
<a href="javascript:WebSocketAPIExample()">Run WebSocket</a>
</div>
</body>
</html>
2l7l
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RPC
RPC ™ I n i » r
RPC A =
n 6 - r
) I
1 P H ” [
T > 3 1 Y °°X
A r
RPC ey E
method - json Y
params - json Y i A
=
{
"method": "getCurrentTime",
"params™: {}
}
FEY T | 4 I JOSN
1631881236974
t RPC
- £ ® API n i RPC ni 7 LWM2M SNMP F
RPQ i i r APl 4+ E
MQTT RPC API
CoAP RPC API
HTTP RPC API
= RPC
RPC N NTO_ SERVER_ RP CmeRsEdR WHES T 15
" UuID H nrequesa | dn XXz~ S X
transformation, enrichment | i I i
“ 1l 3 RPC Call Reply i r
+ El Y nget Current TiRR@n = (Y nr Js

17} nScriptn E

var rpcResponse;

if (msg.method === "getCurrentTime"){
rpcResponse = new Date().getTime();
}else {

rpcResponse = "Unknown RPC request method: " + msg.method;

30
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}

return {msg: rpcResponse, metadata: metadata, msgType: msgType};

CASOFT $E= > ¢ Root Rule Chain (S754R4E)

¢» Root Rule Chain

Q. B

= e -

= Mezsage fype SWicn
* Mazsags Type Switch

RPC Request from Device

;P = alarm status fiser o

= asmtpeoble swiich [0

_JP = check fielde presance (7

RPC Request Io Device

fll = check ralation presen [

’_P = dovice protic switch [0

i Ach flj = entity typs fite o

mabile.mobile-center

0) = entity lype switch (n]

fll = gpa geatencing fiter (0
e p— |

;_JIJ = message typeswtcn [0

CASOFT > ¢ Root Rule Chain (2FRE)

Device Profile Node

= - dev ofile

Device Profile Node commen.dizabled

odz device-profile-nods-nint

@  thrulenode persist-alarm-rules

Ml s mE

Process incoming messages from devices with the alarm rules defined in the device profile.

mabile.mobile-center

Ap

*  RPC " 3 +E 1 /T 11  gpio 1

i r
* RPC 4 ey 0 E
.\ RPC i I 3F Aowr 7t

., 0 RPC Df L I 3 Y L r
Tt RPC ~ + 30 ny " RESTAPI
i e 1T vyl X A £ D =
| RPC e F owr f/ & Db Y
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2 r
T br e W H RPC 31 7 Y1
Ho Fr (PSM) " T'r
RPC
RPC | ¢ Y E
method - I RPC r+ EngetCurrentTi men
nget Weat her Forecastn
params - I RPC T DXJSON y F 3 n{}n
timeout -~ T RPC X We 10000° 10 € Wwe 5000°5 €
expirationTime -~ | RPC- (u eV 1 UTC V). s
timeout 1

persistent -~
enf al sfren

reties -~ | RPC H, X 2
RPC 1
additionallinfo -~ T RPC” H X M
[
t E
{
"method": "setGPIO",
"params": {
"pin™: 4,
"value™: 1
3
"timeout": 30000
}
t E
{
"pin™: 4,
"value™: 1,
"changed": true
(. RPC
°  RPG  RESTAPI A ¢ LRpPE
RPC n e 3 “ i ni
ni E
REST API
i RPC a I URL HTTPPOST E

http(s)://host:port/api Iplugins/rpc/{callType}/{deviceld}

32

” [persistent RPC events]

I RPC H )i ” [persistent] f [lightweight] RPC W

—
T

payload
r
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url E
http(s)://host:port T T URL 4 https:// "
t .cloud
callType oneway twoway
deviceld ID
"y JSON p RPC r
t E

curl -v -X POST-d @set gpio-request.json
http://localhost;8080/api/plugins/rpc/twoway/$SDEVICE_ID \
-- header "Content - Type:application/json"  \

-- header "X- Authorization: $JWT_TOKEN"

{
"method": "setGpio",
"params"; {
"pin": "23",
"value™: 1
}
}
E z $IWT_TOKEN JWT n 3 TENANT_ADMIN
CUSTOMER_USER $DEVICE_ID I nrv o on g
REST API RPC API - v rt+ E
{
"pin™: 4,
"value™ 1,
"changed": true
} N
REST API H RPC - ' nrpclrdn E
{
“rpcld”;  "b10bbla@Oafd- 11lec a08f- 1b3182194747"
}
"y n i H i H RPC
A
+ ¢ 7 i RPCN nNRPC Buttonn, NRound Switchn
NSwitch ConKnobnCohtrotn o M RPC
i o VEAE-Y + API ni r
z N
t REST APi B RPC n D

NRPC_CALL_FROM_SER VhEsBageltype JEV I CHn
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" " uuiD Y nrequestidJUl DXl z7 1
S X transformation, enrichment I i I =Y
RPC Call Request i r

9, generator / RPE
var msg = { method: "rpcCommand"”, params: {} };
var metadata = {
expirationTime: new Date().getTime() + 60000,
oneway: true,
persistent: false
¥
var msgType = "RPC_CALL_FROM_SERVER_TO_DEVICE";

return { msg: msg, metadata: metadata, msgType: msgType };

o=
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RPC
Action - generator
Detail: r felp
e [ Debug mode
RPC
0
60
) Copy-paste content of the function from documentation
Device ~ Sensor C1
Generate
function Generate(previMsg, previetadata, pravMsgType) {
1 var msg = { method: "rpcCommand”, params: {} }:
2- var metadata = {
3 expirationTime: new Date().getTime() + GODOOO,
4 oneway: true,
5 persistent: false
6 1
7 var msgType = "RPC_CALL_FROM_SERVER_TO_DEVICE";
8
9 return { msg: msg, metadata: metadata, msgType: msgType };
}
De 1ptior

o] * RPC
T op e API n i RPC ni i i r

APl E
MQTT RPC API
COoAP RPC API

. HTTP RPC API

H RPC
Tt 7 RPC H E
QUEUED RPC H L RPG L i ro
i RPC Tooer A X v ~ D
9 NACTORS_RPC_SEQUENTRPELN
SENT- Y RPG L r
DELIVERED RPC  oneway RPC XK
SUCCESSFUL ~ ¢ L two-way RPC X
TIMEOUT ol I MQTT/CoAP/LWM2NE L RPG Koy
i + E MQTT_TIMEOUT 10 € COAP_TIMEOUT 10 €
LWM2M_TIMBOUT 12 € ~ FD RPC J 3 e
I RPC ¢ X NACTORS_RPC_MAXi RETRI ESn
+r € 59

EXPIRED RPC . n ~ L Y L X
FAILED- 3 RPC L F nr
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RPC nut - L L. n RPC
6 RPCNyY1HY n fFOY{ L r
> €t
RPC £ el L5 Yy RPC ror
E
= Filter ~ ‘3&5:_- Y
0 = check alam status |::.

Poat b

[ = measage type swich
(D) = check existence fields III‘.' Einput a] ) T Message Type Swncsy )
SUCTeES
0 = check relsticn |::. RPC Request from Device
(o] )
[ E T — ’I:' Davice Profike Node
) = message type |: ]

RPC Request 1o Device

() = mmsaage typs switch |l[‘_.

_ . Z
. Ill: (IT—PC Queued / RPC Delivered / RPC Successful / RPC Timeout / RPC Failed
e
(D) = onginator type swich #:- A 1L
RPC Call Requast
0 = o ||l:.
D) = awtich III':I

=y Enrichment
(Z) Py calcuiate deta {'j.
() Sy custeme atiributes t.

D) Sy custemar dotals |::.

(2 Wy originater atvitutes {_j. ° °
0] Sy onginator fekds ||l:.

~ i RPC H ~ RPC o ID nadditionpl I nfon

NRPC Successfuln X
‘ r

i r " RPC i E

Ilidll: {
"entityType": "RPC",
"id": "bea26301 -laec 1lec 9441 73a37bbb7cd2"

2
"createdTime": 1632236465459,
"tenantld™: {

"entityType": "TENANT",

"id": "ab937a40 -3f98-11eb a8d6 f5a87f07d4be"
2
"deviceld": {

"entityType": "DEVICE",

"id": "3e46db70 -e480 11leb 9dOe 1f8899a6f9b3"
2

"expirationTime"; 1632236525354,
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"request™: {
"id": "bea26301 -
"tenantld™: {
"entityType":

laec 1lec 9441 73a37bbb7cd2",

"TENANT",

"id": "ab937a40 -3f98-1leb a8d6 f5a87f07d4be"

b
"deviceld": {
"entityType":

"DEVICE",

"id": "3e46db70 -e480 1leb 9dOe 1f8899a6f9b3"

2

"oneway": false,

"expirationTime"; 1632236525354,

"method": "rpocCommand”,

"body": {
"params": "{}"

3
"persisted"”: true,
"retries": null

}l

"response™: {
"test": "passed"

}l

"status": "SUCCESSFUL",

"additionallnfo™: "{

\"paramd": \"valuel\", \"param2": \ "value2\"}"

}

TTL

H RPC a RPCTTL i X r
8 SQL_TTL_RPC_ENABLED H 0 X, H RPE

RPC 8 SQL_RPC_TTL_CHECKING_INTERVA#- e 2
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m Tenant profiles

2
O m;narawes Tew
" B e e
...... A TH e Engine
sotatesd TE
1 " Do
Tenant profiles
O cosedome g
O e eoesy [
O mereris 1768 solted TB Core sd TB Rule Engine
O 2716171645 solated T Pue Engine
0 L watated T
200 . S
2.9. OAY
Tt 33 ®
: 0
T ~

nOTA n N OTA

s - t [

s - e [

s - vy t”~
L N D

>
=l
-
lw)
—
—

Set the amount of days in “RPC TTL days" configuration field and apply changes

tpd Loy L
API o v T ~ D
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s - t  Firmware Softwarer
., Checksum ¢t
., Checksum ¢ W 5D SHA256 ~ [
£ - L - r

Choose preferred OTA package

Drag and drop OTA package file

£t~ A “

4 id

checksum W

o S TS S N S W W S

Firmware

(®) Upload binary file () Use external URL

Drop a package file or click to select a file to upload

tempersiure prod bin

Enter the package name
and its new verison

Select the device profile.
Package will be distribute to all
devices with the same profile

Either upload a binary file,
or input direct URL
that contains OTA package

Packages repository

O cmamdime 4 Trie ersion
0O zonoeom 106648 temperature-prod 12
0O 2mesuaoen tamparaturs-prod 1
0O znos1412:5007 lemperatune-prod ir]

+ C Q

Package type Divect UAL File nama Fle 5w Checksum
4 5 6
Frmware Sernperature prod bin 1BAKE SHA-ZS4 44412600030 [ + 8
Femware Loy =gl 1350 K8 SHA 256 Zcfafisalla_ [ + 8§
Frmwae rpeswepiod 10k 300K SHAZ56 B11056MBas_ [ L |

39

1. Add OTA package;

2. Refresh page;

3. Search OTA package by title;
4. Copy the checksum;

5. Download OTA package;

6. Delete OTA package.
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(m]

(m)

(]

2031-06-07 1537 46

20010814 140221

20210514 135507

g -

temperature-prod

Wemperatune-prod

Packages repository

0O o o o

20210807 153744

20210514 140221

20210514 1358

e mparaturs-prod

temperature prod

T

10

tempareture-prod
TA update det;

Packagl

Ferrwa

lond package

Fowa QY Copypackogel [ Copy checksum In edit mode, you can modify the description

Frmmen Tt

tempareture-prod

Frmwa

Frmwa

Frmwa

1

FW update for the Thermomaeter

Edit description

T4 package

Caven

Devee prafie

OTA package

Dasshant

Observe OTA package status
———r PR e -
R S— s —_
PR xdeed -
i PR—— — Suscon
i [ il
- > »
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¥ n- REST APl 1

oY FOTA SOTA A } )
Dg FOTA LwM2M FOTA SOTA For

Devices -“.'_,.,_v..‘ ) Thermometer
el ]
O =;ossmsms wpeed 1B copy dewce i I3 Copy ncvess boken

B L L R S—— —

0O smierosiame Vour Weew Davce ol
0 mooosirms WMy Vo D et

] HW1481.08 Te e C1 ot
0O e Tst Deace 01 dalain
0 savoosiroses Test Beace A3 it
O aevenos Temt detain
0O s eT— e

Devices 4
o o 4
O =mrseorissn re——
0O moemsms peed e empirnire nlld
O = 14 1300 ———— ——
(] TS Four Mew Dwvice dotaut
o : . My Mew Diesze detusn
P —— defmit = —
PR EA R w— datnst 0] s getewny From the drop-down menu,
[ - D s i . : ) select compatible firmware
Sywlen
® o = Tt el
O = 15 17005 48 Tent Dewice A1 et
Devices ;'“:""'“ Thermometer
o
Thermometer
0O weroeorisseaz Thesmmomenes tempenanse
o 0t tpeed speed — Save changes =4
O sormwum:  Terpess——" -
0O =006 Yo M Device detan Lisaye Frrn
Tempareture-prod (1 2] ks
a 1OS1PAE iy Device
a T —— it
o T0548 S— detach O I= gateway
O 2oeomons  Teiowes P
(m] 170548 et Dewice A e
o POSAS  TewsDewice A1 dunin
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& Home

9 Rule chaing

b Edge manages
8% Widgets Linrary
85 Dastvo

) kit Logs

M i tinage

IR Entty Views

h Edge management

X
S

OTA ¢+ ~ I T

T
M

Device peatie

Devices "

D eiser7ismem | Themoneos

o 0% 498 Speed

o B00E2 Tomperstues Sonsor A1
m] 143014 Voo e Device
o = TP My New Device

o8as Test Device 1

3021.01.05 170546 Toat Daevice 42

219108 170548 Teut Device 41

Thermometer

o 1 D Anributes alost \nlpmatry Alarm iy Selatan: Ausit Legs
ot [ | PARVIRRY T ——

el

delmit at

el

delmt

O =roem 5341 Themomee

Epesd

Tarrpeat

NT———
O mnosiamsn vy hebes

O mr-onm resas T Do 1

Tes1 Device 81

O mnomiess  tervewes

O Jno0s17esas  TesiDeveesd

T Dvies &

temparatery

Coven artia

Devices

O moeorismm Thésmermster

O wnesasesss e
O  meves e Tempesature Sersos A1
a Vet Do

]

Test Device £1

Tust Dwvicn 01

Tost Dovies &3

O sooosiees  Tesoeses

-
defus tempareture-prod (1.2)
et — < =
et 00 Is pateway From the drop-down menu,
select compatible firmware

et
cufina

Thermometer

Thermomates

mgarnse

i temperature Save changes

R N r—
temparstuneprod
et

datmit [ I gateway

detmn

42




V2.0 43

Devices py Thermometer
(m]
O o s b o
z ) . _“: :ﬂ Firmware has been assigned to the device
4 L " 4 L L [
b2 2 D1 D2l ¢ PE
~ F14 PI H Ul REST AR D1 D2
€ FI
~ F24 DI H Ul RESTAR D1 e FY
~ F34 £ P1 DA e | 4 N
[ D2 € F3 D1 a F¥
o ” t T4 no e ® L7 r
n 4 Y LT
b ot d D i b [
Xr
~ 1 1o Ye'y N A "
td y r
t 2 L r
Tt R W
Al e 100 y i oW
[
Tt noAXx en i’ E
fw(sf)_title -
. fw(sf)_version -
R fw(sf)_size - t

fw(sf)_checksum - ¢
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fw(sf)_checksum_algorithm -

2 3 4
® 1 — .
o o
L ] ]
: fw title”
- m:\sfle;:mn Copy checksum
5 . "fw_checksum"

T MQTT, HTTP, CoAP LWM2MAPI [ [
l T LR Python A
3 | v e” ¥ U7

DOWNLOADWNG L r
DOWNLOADBED L r
VERIFIED- L

UPDATING L

UPDATED t

FAILED- t

~ Ll

Lot nr E

t E

{"current_fw_title": "myFirmware", "current_fw_version™: "1.2.3", "fw_state"
"UPDATED"}
t E

{"current_sw_title": "mySoftware", "current_sw_version": "1.2.3", "sw_state"
"UPDATED"}
bt Tour E

t E
{"fw_state": "FAILED", "fw_error": "the human readable message about the cause
of the error"}

t E

{"sw_state": "FAILED", "sw_error": "the human readable message about the cause
of the error"}
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Davica list E—

Deniices ao
[————— LoV N 0
ewice WWaitin
Jre— @7 20
LovkydtiS05008 o /7 %2
\miDa00000008 ENLn) @
Tempurwiers e s 2 I I IS17 139555 m— g D/ 0 0
noeieAr g 1 - " W0 11177 e—  Updtad o/ 20 T
Devce Fasled
Monitor the status of devices.
Clicking on these tabs open the details v
- @
Davice list 1 2 Fimers (T Reaitime - laat minate
Devices qQ
Lttt 000008 @ # 2 0 0
P 00003000 @D, 200 )
Jrep— o /7 30
LHEIHO05030 @ /s 200 G
Tmpethes  Trpuatse 12 g 12 R U P P 0
Test Dawce woe ) - " 104811717 — s o/ 20 T

. Search by firmware title; v
. Expand to the full screen;
. Device firmware history;

. Change firmware;

. Download firmware;

. Copy checksum.

=0 I T
NS
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o/ 20 0

@, S

RV N

© /7 20 ¢

>/ 2 0 1
p— . —— B — @oowinss | @ W &2 B

v/ & 0

5,0 A

D /4 2 0 U

v, Device Faited

> B8 Firmware

> Device Firmware history

¢ N & 47 n I~ 1 L r
L A
Tt v "/ L A [T r a JSON

€ Ao
~n L A nd T H r

(o8 N & 4% n " 1 L [

A
q Ir Y E

export TB_QUEUE_CORE_FW_PACK_ INTERVAL_MS=60000
export TB_ QUEUE_CORE_FW_PACK_SIZE=100
L
XH L e 2GB F I
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Click "+", then click “Create new dashboard”

Dashboards +)jc Q

hi s
0 comednm & T [— g W Create new dashbaard

£ Import dashboard

[ 2021940916190 My New Dushbasrd O B &
O zooeerienn Semart office O H I S - I |
0O o007 144233 Entity Count O NS - AW
O 221411915235 Dushbosrs 0O LI SEE N - I |
O zooieiazes DHTZE Temperature & Fumidity Demo Dashbosrd o L SECAE - I |
[ 201974219 Respberry Pl GPI0 Demes Dasbbcard O H ¥ < - |
Go to the Dashboard's - 1 Do Do O LS - B |
0O zooreses ESPE2UG DHTZZ Temperature & Humidity Dema Dashbosrs O L S - ]
O 24119742819 ESPEIE GFY Dume Dashboand O L S - B |
[) 204119742519 Arduino DHTZZ Temperaturs & Fumiity Demo Dashbossd O H << ~A810

Necessary enter a dashboard title ©

New Dashboard

It is optional entering a description = =
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Make public

Dashboard

‘Your dashboard Temperature Sensors is now public and accessible via next public ink:

https://deno i 88b3-1leb-BTch

I Note: Do not forget 1o make related devices public in order 1o access their data.

0000

Dashboards + Cca
O comstedime 4 Tte PR— Pue
[0 2021039154550  Temperatuws Sensors IB I N3 EP |
O mnaeuss e m] 5 o< f - ]
0 meeesvee s es The dashboard is public Make dashboard private again . g §
[0 008170545  Raspeny P GFY0 Demo Dashbosrd m] 5 < -0
T O ——— o i< oBi
[0 2021010517054 ESPE2SS DHTZZ: Tampersture & Mumidity Dema Dashboaed ] L S - I |
[] 0108170548  ESPazes GPIO Demo Dashboard (m] 5 A0
O mmoosiroses m] H S - B |
[0 #216105170548  Temperstues & ity Dame Dishbosrd m] LS I |
a A A Q I H ' Te 7
A ToXT L1 N A X |
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%8 Dashboards > 3 My New Dashboard

My New Dashboard

My New Dashboard

New Title of the Chart 1. Dashboard selection

28 2. Entities selection e e
wf—f—t—t—+—+—1+ 3. Filters N bovce

4. Timewindow

5. Export

View mode toolbar:

he Widget Qm

77

27

5 1 ! ! ! 4 -

Dec 23 Dec 26 Dec29 Jan01 Jan04 Jan07 Jan 10 Jan13 Jan 16 Jan19

—  temperature.
semperature xm

> B2 My New Dashboard

R Edit mode toolbar:

My New Dashboard .
e 1. Dashboards settings

The Name of the Widge! 2' Entity alias meseries - Flot P
- = 3. Filters
I S e 4. Edit timewindow
5. Export widget
6. Expand to fullscreen

Viosar Miew Device: Your New Device Devce

— temperatuse E
— temperatue 2583
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Entity aliases

Alias name Entity filler Resolve as

multiple entities

Write the arbitrary name Add ali
of the alias '

| Resolve 88 multiple entives Click and select the filter type
Thermometers .

e ®

Alias name *

Device type

Device type *

thermometer

Device name starts with

Select an existing
device type

Write the first letter of the
device name (epiional fiela)

50
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Resolve as
multiple entities

1. Thermometers Devices of type ‘thermometer’ -9 7S % Click to save the alias

|
i

Alias name Entity filter

0 W ze€e o] o A Y r
& 'yt E
z Y Y 3 I
Ye A My ‘ ¢ DHT22 3
u J] 20%

Filters

Editable

51
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Add filter

Low battery DHT22 Thermometers

If slider is on,

Key filtors customer can edit the filter

No key filters configured

Filter preview

No filter specified

Add key filter

- S Filter that checks if
Aurbute T Suing the model is “DHT22"

Filters

mplex

. m

52
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Add filter

Low battery DTHZZ Thermomaeters

After creating the string filter,
click "Add key filter” again
to add a numeric one

Fonest m

Filter that checks if
the battery level is less
than 20 percent.

Add key filter

Timeseries ~ batteryLevel 123 Numeric

less than

Add Add complex

Gancel m
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Add filter

Fiflor nam +
Low battery DHT22 Thermometers

Key filters

Filter preview

model equal DHT2Z' and batterylevel lessthan 20

Filters
Filter

1. Low battery DHT22 Thermometers

~

Ty F ' t E(A>0andA<20)or(A>
50and A< 100K ~“ 11y 9§ handn F @y r+ EMA>0
and A < 20) and (B p 50 and B < 100)n

+ F & norh F t E(A>0and A<20)or(B>50andB
< 100)r

12

A =Y £ X L N % ' o
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aq 1+ E~ 1 +1 HTMLY
5 t E
. W ot E o '+ E G 24 € 4% [ 2020
12 € L F X
s w t E $ E K
., RPC+ tE ¢ RPC N r+- + ns EH
X
, t E F I i H X
s t E - M HTMLY f g oW r
o TP S H T
t 7 La E
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A Home * = 8 G = (ORestime-lastminute & =

Temperature Sensors

M 4e Usage H

. + Add new widget

Click to add new widget

“
il
&

o = (O Fealtime-lastminute & re
Temperature Sensors
o0 Devices

B Device praties

W Ensry Views

+ Add new widget

Create new widget o

A Home

€9 Rule chains

Temperature Sensors
Alarm widgets Analogue gauges
N > .
v s o demvices, awset ' ST .
andl othier estit ther labest values on vanous

Cards ‘. Charts

M i sage

Select the desired widget bundle.

For example, Charts Cantrol widgets CustomBundle

N .. -
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To quickly find the desired widget
use a search bar

Timeseries Bar Chart | Timeseries Line Chart
Time serles . .

Pick Timeseries Line Chart widget

‘ Doughnut

A
_. . &

‘ o

L1

Add Widget: Entities table

Advanced
Datasources.
N 1 datas

Type Parameters Entity alias Data kEyS
Data source type

Entity alias =

Filter

Optional filter

Data settings

z § X " e DHT22 J u ] 20%
AR | X @y A
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>
-
r
m,
™

Add Widget: Entities table

Advanced Actions

Datasources <
Maimum 1 datasowce i allowed Color of data keys are editable

Parameters

Eraiy s - = @ ~ temper_. :tempera.. # X "Temperature" and "Humidity" are
Thermometers »

Entity A= = @ ~ humidity: humidity /X % two Eme series data keys

Low battery DHT22 Then x=

All Thermometers devices that
have model "DTH22" and
their battery level is less than 22

n t Xntemper atrivhruelN di @y N key A
HL” ] t E

s A v 6 X XK

. Wt g Ay 0 XK

s t F oL

R Y E A 1 o z T
6 r
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Add Widget: Entities table

Settings Advanced Actions

Datasources
Maximum 1 datasowce is allowed

Type Parameters

T = @ # temper.. :tempera.. # X
Thermometers X
.= = @ ~ humidity: humidity /X %

Low battery DHT22 Thert % newkiey

| ‘'newkey not found. Create

anew one(@) (@) (~
‘!

Click this icon to create a data key | |
There are three types of keys available:
Attributes, Timeseries and Entity field.
Use each of them depending on your tasks

Data settings

Add Widget: Entities table

Settings Advanced Actions

Datagouices
Meaimum 1 ¢

Type Parameters

Ertity akas -.ﬂ'temper....'umm_lx
Thermometers
= 1. Entity - = @  humidity humidity £ X

Low battery DHT22 Then x

To open data settings click on this field .

R

Data settings
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Add Widget: Entitie

Datasources
Mg datasource i o

Type Parameters
n . = @ ~ temper. tempera_. # X
Thermometers

Entity . = @ ~ humidity humidity # X «
Law battery DHT22 Ther x

Specify the number of digits
after the floating-point number

Data settings

Specify which symbol
to display next to the value

Add Widget: Enti

Paramaters

= @ ~ humidity humidity # X

w = @ & tempe.:temper. £ X

Emtity
I” — ® twver_twver. £ X

Data settings

Na data 1o display

‘You may specify alternative message
in this in this field
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