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1.  ᴌב  

ᴌ ҅ү Ї ɻ ɼ 

 

ᴂ ᶱ IoT Ԝ ” װ Ầҿᵶ IoT ꜙ

ɼ 

ᴌ ԓ:  

 ̧ Ї ֥ ӎלᴂӐ ῗ ɼ 

 ̧ ԓ ֥ ɼ 

 ̧ ῗ Ԑᴌ ɼ 

 ̧ ԓ RPC ┼ɼ 

 ̧ ԓ ԐᴌɻREST APIԐᴌɻRPC ᵲ ɼ 

 ̧ ԓ꜠ ᴀ ᵶ ᶱ ֥ ɼ 

 ̧ ԓ ∑ ӎ ꜗ ɼ 

 ̧ Ҏ ɼ 

 
 

ᴌ ∑:  

 ̧ : ᶕ ᾨ ɼ 

 ̧ Е Ҳ ү ɼ 

 ̧ Е ү ꜙ װ ᶡ ₉ Ҍү Ї װ

Ҍ ɼ 

 ̧ Е ꜗ װ Ḉ ᶕ ӎ ᴌɻ ∑ ɼ 

 ̧ ӊ Е ӊḦ  

 

ᴶ  

ᴌῪ ᴶ ֙ ӎғ Ḫɼ 

 ̧ MQTT 

 ̧ CoAP 

 ̧ HTTP 

 ̧ LwM2M 

 ̧ SNMP 

ҏװ JSONɻProtobuf ᵶ װ Ầ ῇ

ᵶ ᶉ ɼ 
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2.   

2.1.  ᵩғῗ  

ᴌ ᶱԋ REST APIЇ Ḉ IoT Ҳ ᵩ

Ὶῗ ɼ ᵩ Ґ:  

 

 ̧  -  ᵶ װ ҿ ҟꜙ ᵩЕ ֥ ֥ үָ Ж

ү Ҍү Ж 

 ̧  -  Ӥ ҅ү ᴗҟ ᵩЇ ӵ ᶕ Ґ DeviceɻAssetsɻ

Organization; ү װ Ҍү Device AssetsЖ 

 ̧  -  ᴀ ᵩЖ 

 ̧  - װ  RPC ת Iot Ҳ ɼᶡ sensorsЃᴶ

Є, actuators Ѓ Є, switches Ѓ ῗЄЖ 

 ̧ ֥ -  Deviceғ Assets ῗ Iot ɼᶡ factory Ѓ Є, field

Ѓ Є, vehicle Ѓ ЄЖ 

 ̧  -  ғ ΐ֩ ֥ Ж 

 ̧  -  Device Assetsװ Entity ԐᴌЖ 

 ̧ ᴀ  -  Dashboards װ ┼ Ж 

 ̧ ∑  -  ᵩ Ԑᴌ ᾣЖ 

 ̧ ∑  -  ӎ ∑ Ҳ ɼ ∑ ғῚל ∑

Ж 

ᵩ ҐЕ 

 

 ̧  -  ғ ᵩ ῗ ẅ ɼᶡ ∆ Ї Ї ᴌ Ж 

 ̧  -  ԓ Ỵɻ ∆ ɼᶡ Ї Ї
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;  

 ̧ ῗ  -  ғῚל ᵩ ɼᶡ Ї Ї Ї ֥ɼ 

ᵩ Е 

 

 ̧  -  ү Е ᵩɻAPI ┼ ү ү

҅үҙ ҅ ᴌɼ 

 ̧  -  ү Е ᴶ ү ү

҅үҙ ҅ ᴌɼ 

 ̧ ֥  -  ү ֥ Е ү ֥ ү ҅үҙ

҅ ᴌɼ 

ᶱԋҏ ∆₴ ꜗ Ḫ װ ᶕ ᶡɼ 

 

ῗ  

ᵩῗ ӎ ԓ ҅ Tenant ҩү ᵩӐ ῗ Ί ᴑ Е ɻ ɻ

ҙῗ Їᵶ װ ῗ ҿ Has- aῗ ɼ 

 

ᴌ ῗ ҿ қ ЇẐ ᴂ ҅ү ה

ᴶ Ї ᴀ ҏ ֙ Ї Ї ₴ ┼

ᶕ үᴶ ɼ 

 

Ґ ԋ ᵫ ᴌҲ ῗ ῗ Е 

 

2.2.   

Ґװ ᵩ ┼Е ɻ ֥ɻ ɻ ɻᴀ ∑ ɼ 

API ┼ 

ᾡ ү ɻAPI ɼ

ᴌҒ ⅎ ῗ APIᶕ Ї Ḫ ҿ 1ⅎ  
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ᴌ ῏үӀ ᴌ APIᶕ ‟Еᴶ ɻ ∑ ɻJS⃰ ɻ

ӊ ɻ ᴌ SMS ꜙЇ ῗ API ┼ └ ẅ ᴌɼ 

 

ᶡ Е ֥ 100M ԓ

Ї API └ ẅ Ѓ ҿ 80%Є ᴌ ɼ 

 

ᵶ └ ꜙ ᴑᵫ ɻ ɻRPC ɼ 

 

ᵶ ҅֙ ẅ Їɟ ЕҐ ∆₴ 5ү

ҿŅjsonKeyņ̔ү ɼ 

{  

 "stringKey":"value1",  

 "booleanKey":true,  

 "doubleKey":42.0,  

 "longKey":73,  

 "jsonKey": {  

    "someNumber": 42, 

    "someArray": [1,2,3],  

    "someNestedObject": {"key": "value"}  

 }  

}  

: String JSON key ẅ ԓ 512ү ᴰ ꜠ ⅎҿ ү ɼ 

 

∑ ╦ ∑ ү ᴰ ү ∑

֥ ɼ 

 

JavaScript ӎ ⃰ Жᶡ Еņscriptņ

ɻ ɼ 

 

Ỵ Ỵ Ҳ ∆ Ỵ Ї ӝ

װ Ỵ TTL ԓ Ỵ Ж 

 

ᶡ Е 3ү Ỵ 30 ∑ ҿ 90ү Ỵ Ѓ ЄЇ װ

Ҳ ņDefault Storage TTL DaysŅЇ װ ņSave 

TimeseriesŅŅTTLņ TTL ɼ 

 

Alarms TTL Ҳ Ỵ ɼ 

 

Alarms sent ү Ѓ ҿ҅ү Є∕ ɼ 

 

Emails sent ᶕ SMTP ᶱ Ѓ Єה ∑ ᴌ Ж

Ҙҟ Ҳ ӎ ӎ SMTP ᶕ ӎ SMTP

ᴌҒᴰ API ┼ɼ 
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SMS sent ᶕ SMS ᶱ ה ∑ SMS Ж

Ҙҟ Ҳ ӎ ӎ SMS ᶱ ᶕ ӎ SMTP SMS

Ғᴰ  API ┼ɼ 

APIᴀ  

װ ᴀ API ᶕ ‟Ґ ᴀ ᾡ ԋ

/ / APIᶕ ‟ API ┼ ɼ 

 

┼ 

ᾡ Ҳ Ѓ ⌡Є ԓ ү

Ѓ ⌡Є Ї ┼ ԓ token bucket ɼ 

┼ ӎ ẅ Жɟ ЕŅ1000:60ņŅ 60 Ғ 1000

ņЇᵶ ᶕװ Ņ,ņ ӎ ү Жɟ ЕŅ100:1,1000:60ņŅ 100 Ї

ᵜ 60 Ғ  1000 ņɼ 

 

∑ ∆  

ᴌ ∑ ҲӀ ņworkerņ ῇ ɼ 

 

Ѓᶡ Е ɻ ԐᴌЄ └ ∆ Ӏ

ҲЃ KafkaɻRabbitMQɻAWS SQSɻAzure Service BusɻGoogle Pub/SubЄ
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Ѓ Є └῎ΐ ∆ɼ 

 

ᵶ ᴰ └ ∆Ҳ ҿ ᶱԋ Їᴥ

ᵶ∕ Ņ ∑ ņ ⅎ ∑ ᴰ

∆ ɼ 

 

∆  

 ̧ 1. ꜘ  

 ̧ 2. ꜘ ∆ 

 ̧ 3. Ḧ  

 ̧ 4.ⅎ  

2.3.   

∑  

Root Rule Chain ῇ ԐᴌЇ ᵶ ᴰ ᵶ

Root Rule Chain װ ᾡ Ғ ∕

Root Rule Chain ה ∑ Ғ ɼ 

 

ᴌ 3.2 ҿװ ӎ ∑ ԓ telemetry, 

device activity(Active/Inactive) (Created/Updated/Deleted) ԐᴌЇ

װ Ҳ ɼ 

 

∆ 

Main ∆ ῇ Ԑᴌᴶ ∆ ֢ Ї ∑ ∆

Ї ∆ ⅎ ᾡ ᵶ ӎҒ ֢ ɼ 

 

ᶡ Еᵶ ⅎ ᴶ Ὶל Ї

װ ∆ Ї ᶕᵶ Ὶ Ҍ ⌡ Ӥ Ḧ

Ⱶɼ 
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Ґ ῗԓ Ҳ ῗ ב ɼ 

 

 

ᴶ  

ᴌ ᴶ : Default, MQTT, CoAP, LWM2M SNMPɼ 

 

 

ᵶ ᶕװ MQTT, HTTP, CoAP LwM2M API ɼ 

 

MQTT 

ᵶ ҿװ ӎ MQTTӀ ⅎ ⌡  ҏᴶ ԓ API 

 

MQTT ҐЕ 

 

Ӏ  

ӎMQTTӀ ń+Ń ń#Ń ᾡ payload JSON

Protobuf ɼ 
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∆ Е 

 

mosquitto_pub - h 'demo. ᴌ.io' - i 'c1' - u 't1' - P 'secret' - t 

'/telemetry' - m '{"humidity": 10.3}'  

Е 

 

mosquitto_pub - h 'demo. ᴌ.io' - i 'c1' - u 't1' - P 'secret' - t 

'/attributes' - m '{"firmwareVersion": "1.3"}'  

ᶡЕ 

 

1. MQTTӀ  

2. ₧  

3.  

4.  

 

payload 

JSON ᵜ Ӥ ᶕװ Protocol Buffers ɼ 

 

Protocol Buffers Protobuf ҅ ғ ῗ ∆ Ί ᵩ

ɼ 

 

ᴌ ԓ ҏᴶ ҏᴶ ӎ Ї ԋҿҐ

ЃRPC Є ӎ Ⱶɼ 
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protobuf ֙ Ғ ҿ ᴌ꜠ protobuf ɼ 

 

ῡ payload 

ᶕ Protobuf payload Ї ᶕ JSON

payload ԓ ᴌ ῡ Їᶡ Е ᴌ √ ᶕ Json

ᶕ Protobuf ∆ ᴌ ҲЇ Protobuf JSONῡ

ᴰ ҅ Ґ ɼ 

 

CoAP 

CoAPJ װ CoAPJ ɼ 
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CoAP Default payload ҿ CoAP API JSONғDefault Ї

ᵜ Ӥ װ CoAP payload ҿ Protobuf Protocol Buffers ɼ 

 

Protocol Buffers Protobuf ҅ ғ ῗ ∆ Ί ᵩ

ɼ 

 

ᴌ ԓ ҏᴶ ҏᴶ ӎ Ї ԋҿҐ

ЃRPC Є ӎ Ⱶɼ 
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protobuf ֙ Ғ ҿ ᴌ꜠ protobuf ɼ 

 

NB- IoT 

ᴌ ғҐ҅ש Efento NB- IoT ᴶ Е 

 

 ̧ temperature,  

 ̧ humidity,  

 ̧ air pressure,  
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 ̧ differential pressure,  

 ̧ open / close,  

 ̧ leakage,  

 ̧ I/O.  

 

∑ 

ᴌ ῇ ∑ ∑ ᶕ

ņDevice Profileņɼ 

 

∑ Ґװ Е 

 

 ̧ Alarm Type -  ∑Ὺ ҅ Ж 

 ̧ Create Conditions -  ӎ created/updated ᴌ Ґװ Е 

Â Severity -  ԓ create/update Ї ᴌ Ҫ ⌡

ᴌЇᶡ Е ⌡ Critical ҙ ᴌҿ true ᴰ֥ Critical

Ғᴰ֥ ņMajorņɻņMinorņņWarningņᴌ Ї ү

Severity ҅ɼЃᶡ Е ҅ү ∑Ҳ∕ ҩү ᴌҒ

Severity ЄЖ 

Â Key Filters -  ᶕ attributes telemetry ẅ ,ᶡ

Еņ(temperature < 0 OR temperature > 20) AND softwareVersion = 

Ń2.5.5ńŅ*; 

Â Condition Type -  ɻ , ᶡ : 3 5ⅎ Ὺ

҅үԐᴌЇ ᴌ ₴ Ж 

Â Schedule -  ӎ ∑ ԓ ꜠ ЇŅ ņɻŅ ņ

Ņ ӎ ņЖ 

Â Details -  ${attributeName} Ḫ Ж 

 ̧ Clear condition -  ӎ ᴌЖ 

 ̧ Advanced settings -  ӎ ᴶ └ ῗ ֥ɻ ɻ Ὶל ᵩɼ 

ᶡ ӥ ᵫᶕ ∑ЇẐ ‚ Ὺ ɼ Ẑ ∕ ԋ҅ү ҿ

ŅTemperature Sensorsņҿ ᴂ ᶱԋ ᴶ ת

ņACCESS_TOKENņЇҐ ҏᴶ ת ҏᴶ└ ɼ 
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mosquitto_pub - d - h 'demo. ᴌ.io' - t "v1/devices/me/telemetry" - u 

"$ACCESS_TOKEN" - m '{"temperature": 5.3}'  

ᶡ 1. ᴌ 

ԓ 10 ∕ Critical ɼ 

 

1.  

2. ₵ ∑ 

3. ₵ ᴌ 

4. ₵ ᴌ 

5.  

6. ᴌ 

7. Ḧ ᴌ 

8.  

 

Device profile  

∑ Ҳ ӎ ∑∕ ɼ ‟Ґ

Ҳ ҅ү ∑ ῇ ẅẦ ɼ 

 

∑ Ҳ ҩү Е 

 

Persist state of alarm rules -  ┼ ∑ Ỵ ҿ

ᴌ װ ЖẐ ҅ү ᴌŅ ԓ 50 1 ņ ҙ Ґ

1 ҏ ҅ү ԓ 50 ԐᴌЖ Ґ 2 ᴰ └ ЃẐ ᴌҒᴰ

ЄЖ Ґ 1 Ӑ Ґ 2 Ӑ╦ ꜠ ꜙ ∑ ∑ ה Ҳ

ɼ 
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ŃFetch state of alarm rulesń∑ ֥ ∑

∑ Ғᴰ֥ Ї ԓ ҙ ῇ

҅ү ᴌɼ 

 

Fetch state of alarm rules  -  ┼ ∑ √ ҿ

ᴌ װ Ж ғńPersist state of alarm rulesń

ᶕ Їᵜ ‟Ґ ńPersist state of alarm rulesńҿ ɼ 

 

Ẑ װ ᾭ √ ה ꜘ └

҅ └ ∑ ה Ҳ ɼ 

 

 

Ẑ ԋ ∑ ᴌ∕ └ Ж 

∑ Ҏ ᶕװ ῇῗ ЕńAlarm Createdń,ńAlarm Severity Updatedń

ńAlarm Clearedńɼ Ґ ᶡ ∑ ∑ Ҳ Ḧ

SMS/ ᴌ ᶱ ɼ 

 

ᶕ Е ᴌЃńto emailńńsend emailńņЄ 

Telegram Ж ҅ү ńAlarm Updatedńῗ ‟Ґ

װ ᾭ ɼ 

 

2.4.  ֥  

ᾡ ֥ ҿ ү ֥ Ғ Ї ү ֥ ᴰ ҅үҙ ҅

ɼ 

 

∕  

֥ ₵ꜘ ∕ ɼ 
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∑  

Root Rule Chain ֥ ῇ ԐᴌЇ ֥ ∑

װ ᾡ Ғ ֥ ∕ Root Rule Chain ה

∑ Ғ ɼ 

 

ᴌ 3.4.2 ҿװ ֥ ӎ ∑ ԓ telemetry, 

device activity(Active/Inactive) (Created/Updated/Deleted) ԐᴌЇ

 

 

װ ֥ Ҳ ɼ 
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∆ 

Main ∆ ֥ ῇ Ԑᴌ API ∆ ֢ Ї ∑

∆ Ї ∆ ⅎ ᾡ ᵶ ӎҒ ֢ ɼ 

 

ᶡ Еᵶ ⅎ ֥ Ὶל ֥ Ї ֥ ᴰ

Ї ᶕᵶ Ὶ Ҍ ⌡ Ӥ Ḧ Ⱶɼ 

 

װ ֥ Ҳ ɼ 
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2.5.   

ᴌ ԓ ᵩ ᶱԋ ӎ ꜗ Ḧ Ҳ ԓ

ɼ 

 

҅ key- value ԓ key- value ғװ IoT Ї ҅ү

ҷ ẅ װ string, boolean, double, integer JSONɼ 

 

ᶡ Е 

{  

 "firmwareVersion":"v2.3.1",  

 "booleanParameter":true,  

 "doubleParameter":42.0,  

 "longParameter":73,  

 "configuration": {  

    "someNumber": 42, 

    "someArray": [1,2,3],  

    "someNestedObject": {"key": "value"}  

 }  

}  

 

ᶕ Ầҿ ӎ JS⃰ ⅎ Ḉɼ 

 

 

Ӏ ⅎҿҎ :  

 

ꜙ  

₉ӓ ᵩ ЕDevice, Asset, Customer, Tenant, User Ж
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ꜙ װ REST API Ї ᴌ ꜙ ɼ 

Ẑ ҅ү ” Ґ ᶡЕ 

 

latitude, longitude addressש Ὶל ֥ ꜙ װ ᴀ

ᴌҏᶕ ᵣ ɼ 

floorPlanImage URLᶕ ᴌҏ ɼ 

maxTemperatureThreshold temperatureAlarmEnabled ԓ / ֥

ɼ 

 

 ̧ ꜘ ꜙ  

 ̧ ῇ ẅ 

 ̧  

 

2.6.   

ᴌ ᶱԋ҅ ғ ∆ ῗ ꜗ Е 

 

 ̧  ԓ Ж 

 ̧ Ỵ ԓ SQL(PostgreSQL) NoSQL(Cassandra Timescale) Ỵ ∆

Ж 

 ̧  ԓ API Ὺ Ж 

 ̧  ԓWebSockets ⅎ Ж 

 ̧  ԓᴀ ᴌ Ж 

 ̧ ⅎ  ԓ ∑ ⅎ Ж 

 ̧  ԓ ֥ Ж 

 ̧  ԓ External ∑ └ Ѓᶡ ЕKafka RabbitMQ ∑

Єɼ 

 ̧ ԋҏ ∆₴ ꜗ װ ῗ Ї װ Ḫ ɼ 
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ᴌ Ѓ Є ҿ ẅ Ї ҅ү ẅ

ҿ Ї ẅ Ί װ ғ Жkey ҅

ү ҷ ẅ װ string ɻbooleanɻdoubleɻinteger JSONɼ 

Ґװ 5ү Е  (double),  (integer), hvac (boolean), hvac

(string) (JSON)Е 

{  

 "temperature": 42.2,  

 "humidity": 70,  

 "hvacEnabled": true,  

 "hvacState": "IDLE",  

 "configuration": {  

    "someNumber": 42, 

    "someArray": [1,2,3],  

    "someNestedObject": {"key": "value"}  

 }  

}  

ᵶ ᴰ └ҏ ∆₴ JSON ‟Ґ ᴌᶕ ╦ ꜙ

ᵜ ᵶ װ Ҳ Ḫ ɼ 

 

Ґ ᶡЕ 

{  

  "ts": 1527863043000,  

  "values": {  

    "temperature": 42.2,  

    "humidity": 70  

  }  

}  

API 

ᵶ ᶕװ Ὺ ᴶ Е 

 

 ̧ MQTT 

 ̧ CoAP 

 ̧ HTTP 

 ̧ LwM2M 

ҏ JSONɻProtobuf , ԓῚל Ņ ᵫ

ņ ɼ 

 

 

Ẑ ∆ └ ᴌ ᵶ װ ᴀ Ҳ Ї ᴂ

ᵶᾨ ӥᴀ Ҳ ῗ ᵶ ԋᴀ Ӑ Ї ᶕװ

digital analogɻcardsɻCharts entities table Ї ᶕװ

maps ᴌ ֥ ᵣ ɼ 
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ᶕװ input widgets ᴀ ḷ ɼ 

 

Ỵ 

ᴌ Ѓ Є Ỵ SQL(PostgreSQL) NoSQL(Cassandra

Timescale) ҲЖ ԓ ԓ 5000ү ֥ ᶕ SQL ỴЇ Ί

Ỵ CassandraҲ ӎɼ 

 

ῗ Ḫ SQL vs NoSQL vs Hybrid ɼ 

 

Ḧ  

Ḧ ”ԓ Ỵ Cassandra TTL Ḧ

װ ᴌ.conf ᴌ.yml ᴌ TS_KV_TTL ẅ

Save Timeseries TTL ẅ ɼ 

 

TTL ᾡ ẅҿ 5 ᶡ Еᵶ װ Ỵ 3ү Ї Ỵ 3 ɼ 

 

PostgreSQL TimescaleҒ ЃTTLЄ ᶕ ńSQL_TTL_*Ń

ɼ 

 

ӊ  

ᴌᶕ ҿ ∑ Ҳ ∆ Ѓ Є

Ї װ ∆ Ѓ Є װ

ӊ ┼ɼ 

 

∑  

∑  ῇ Ԑᴌɼ 

ᵶ ᴰ Ґ ∑ Ҳ └ ᶕ Е 

 

 ̧  

 

ᶕ ∑ UI ᴌ ᶕ ӎ JS⃰

Ίᵩ ᶡɼ 

 

 ̧ ḷ  

 

ᶕ message type switch ∑ ņPost telemetryņᶕ

transformation ∑ ḷ ɼ 

 

 ̧ ẅ  

 

ᶕ calculate delta ∑ Ⱶɻ Ὶל ɼ 

 

 ̧  
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ᶕ originator telemetry ∑ ᶕ Ӑ╦ ῇ ɼ 

 

 ̧ ⅎ  

 

ᶕ enrichment ɻ ῗ ֥ɻ ῇ Їᾡ

Ỵ Ҳ ḷ ɼ 

 

 ̧  

 

ᶕ analytics ∑ ү ֥ ɼ 

 

ү / ɼ 

REST API 

ᴌ ᶱԋװҐ REST API ᵩ Е 

 

 

: API Swagger UI Ḫ REST API ЇAPI ῡ TB 

v1.0+ API URL ņpluginņӀ ɼ 

 

 

GET entity entity id key∆  

 

http(s)://host:port /api/plugins/telemetry/{entityType}/{entityId}/keys/timeseri

es 

curl - v - X GET http://localhost:8080/api/plugins/telemetry/DEVICE/ac8e6020 -

ae99- 11e6- b9bd- 2b15845ada4e/keys/timeseries \  

-- header "Content - Type:application/json" \  

-- header "X- Authorization: $JWT_TOKEN" 

["gas","temperature"]  

ᵩ ҿ: TENANT, CUSTOMER, USER, DASHBOARD, ASSET, DEVICE, ALARM, 

ENTITY_VIEW 

 

 

GET entity entity id value ∆  

 

http(s)://host:port/api/plugins/telemetry/{entityType}/{entityId}/values/timese

ries?keys=key1,key2,key3  

curl - v - X GET http://localhost:8080/api/plugins/telemetry/DEVICE/ac8e6020 -

ae99- 11e6- b9bd- 2b15845ada4e/values/timeseries?keys=gas,temperature \  

-- header "Content - Type:application/json" \  

-- header "X- Authorization: $JWT_TOKEN" 

{  

  "gas": [  

    {  
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      "ts": 1479735870786,  

      "value": "1"  

    }  

  ],  

  "temperature": [  

    {  

      "ts": 1479735870786,  

      "value": "3"  

    }  

  ]  

}  

ᵩ ҿ: TENANT, CUSTOMER, USER, DASHBOARD, ASSET, DEVICE, ALARM, 

ENTITY_VIEW 

 

 

GET entity entity id value ∆  

 

http(s)://host:port/api/plugins/telemetry/{entityType}/{entityId}/values/timese

ries?keys=key1,key2,key3&startTs=1479735870785&endTs=1479735871858&interval=600

00&limit=100&agg=AVG 

The supported parameters are described below:  

 

keys - װ  ⅎ key∆ ɼ 

startTs -  Unix Ѓװ ҿ ᵣЄɼ 

endTs -  Unix Ѓװ ҿ ᵣЄɼ 

interval - װ  ҿ ᵣɼ 

agg -  ⃰ MINЇMAXЇAVGЇSUMЇCOUNTЇNONEӐ҅ɼ 

limit -  ɼ 

ᴌ ᶕ startTs ЇendTs interval ⅎ Ї ⌐

Ὺ ꜗ ɼ 

 

curl - v - X GET "http://localhost:8080/api/plugins/telemetry/DEVICE/ac8e6020 -

ae99- 11e6- b9bd-

2b15845ada4e/values/timeseries?keys=gas,temperature&startTs=1479735870785&endTs

=1479735871858&interval=60000&limit=100&agg=AVG" \  

-- header "Content - Type:application/json" \  

-- header "X- Authorization: $JWT_TOKEN" 

 

{  

  "gas": [  

    {  

      "ts": 1479735870786,  

      "value": "1"  

    },  
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    {  

      "ts": 1479735871857,  

      "value": "2"  

    }  

  ],  

  "temperature": [  

    {  

      "ts": 1479735870786,  

      "value": "3"  

    },  

    {  

      "ts": 1479735871857,  

      "value": "4"  

    }  

  ]  

}  

ᵩ ҿ: TENANT, CUSTOMER, USER, DASHBOARD, ASSET, DEVICE, ALARM, 

ENTITY_VIEW 

 

WebSocket API 

ᴌ Web UIᶕ Websocket API ┼ԋ REST APIꜗ Ї ᶱԋ

ꜗ ɼ 

ᵶ ᶕװ Ґװ URL ғ ꜙ Websocket ɼ 

 

ws(s):// host:port/api/ws/plugins/telemetry?token=$JWT_TOKEN  

ᵶ װ ת :  

 

cmdId - ת  ҅ Ѓ Websocket ҲЄЖ 

entityType -  ҅ ᵩ : TENANT, CUSTOMER, USER, DASHBOARD, 

ASSET, DEVICE, ALARMЖ 

entityId -  ҅ ᵩ Ж 

keys -  ⅎ keys ∆  

timeWindow -  Їװ ҿ ᵣ Ґװ [now() - timeWindow, 

now()]Ж 

startTs -  Їװ ҿ ᵣ. װҐ Ж 

endTs -  Ѓװ ҿ ᵣЄɼ 

ᶡ 

ᶡ 

 

token -  JWTת Їᵶ ᶕװ Ґװ ת ɼ 

 

entityId -  ᵶ IDɼ 

 

ꜙ :  
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demo- ᴌ.io host:port Ὴ - wss://  

:  

 

127.0.0.1:8080 host:port ws://  

<!DOCTYPE HTML> 

<html> 

<head> 

 

    <script type="text/javascript">  

        function WebSocketAPIExample() {  

            var token = "YOUR_JWT_TOKEN"; 

            var entityId = "YOUR_DEVICE_ID";  

            var webSocket = new 

WebSocket("ws(s)://host:port/api/ws/plugins/telemetry?token=" + token);  

 

            if (entityId === "YOUR_DEVICE_ID") {  

                alert("Invalid device id!");  

                webSocket.close();  

            }  

 

            if (token === "YOUR_JWT_TOKEN") { 

                alert("Invalid JWT token!");  

                webSocket.close();  

            }  

 

            webSocket.onopen = function () {  

                var object = {  

                    tsSubCmds: [ 

                        {  

                            entityType: "DEVICE",  

                            entityId: entityId,  

                            scope: "LATEST_TELEMETRY", 

                            cmdId: 10 

                        }  

                    ],  

                    historyCmds: [],  

                    attrSubCmds: []  

                };  

                var data = JSON.stringify(object);  

                webSocket.send(data);  

                alert("Message is sent: " + data);  

            };  
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            webSocket.onmessage = function (event) {  

                var received_msg = event.data;  

                alert("Message is received: " + received_msg);  

            };  

 

            webSocket.onclose = function (event) {  

                alert("Connection is closed!");  

            };  

        }  

    </script>  

 

</head> 

<body> 

 

<div id="sse">  

    <a href="javascript:WebSocketAPIExample()">Run WebSocket</a> 

</div>  

 

</body> 

</html>  

 

2.7.   

ᴌ ᶱԋ∕ ғ ᵩ ῗ ꜗ Е ɻ ֥ɻ ɼ ᶡ Е

װ ᴌ ҿ ᴶ ԓ ẅ ꜠∕ Ї ҅

ү ‟Ї ɼ 

 

ᵩᶡ Е ᴌ └

ẅ ŅHighTemperatureņ ∑ A ɼ 

 

 

꜡ԓ ᶡ ЕņHighTemperatureņņLowHumidityņҩү

Ғ ɼ 

 

⌡ 

⌡ ҐЕCritical, Major, Minor, Warning Indeterminate Ѓ ᴮᾨ

Єɼ 

 

 

ᴌ∕ ԓ ꜠ Ḧ Ї

ᴌ Ї ᴌ

꜠ Ї ᴌ װ ꜠ ɼ 
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ԋ ꜠ ᴰ ָҿ ᴀ ᵩ

Ḫ ɼ 

 

4үņ Ņ Е 

 

 ̧ ꜠ (ACTIVE_UNACK) -  ҙ ;  

 ̧ ꜠ (ACTIVE_ACK) -  ᵜ ;  

 ̧ (CLEARED_UNACK) -  ᵜ ;  

 ̧ (CLEARED_ACK) -  ;  

 

ᴌ ɻ Ầҿ ≡ ᶳ Ї

҅ү ɻ ꜠ ɼ 

 

Ẑ Ḉװ∑ ԓ 20 ∕ ņHighTemperatureņЖ ԋ

Ḉװ∑ ԓ ԓ 20 ņHighTemperatureņɼ 

 

Ẑ Ԑᴌ ∆ ҐЕ 

 

 ̧ 12:00 -  ԓ 18 

 ̧ 12:30 -  ԓ 22 

 ̧ 13:00 -  ԓ 25 

 ̧ 13:30 -  ԓ 18 

∕ ҅үņHighTemperatureņ=12Е30 =13Е00ɼ 
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Е 

 

 ̧ ᶕ ack/unack/active/clear ᴑ ;  

 ̧ ᶕ severity ᴑ severity ;  

 ̧ ∆ ;  

 ̧ ᴶ Ѓ ‟Ґ Єɼ 

2.8.  ┼ 

RPCꜗ  

ᴌᾡ ᵶה ꜙ RPC ЇᵶӤ װ ת

└ ת ɼ 

 

ᵶ װ Ї ֙ ꜙ

└ ɼ 

 

ᴌ RPCꜗ Ї ᵶ ҐῪװ Е 

 

 ̧ RPC  

 ̧ RPC ᶡ 

 ̧ RPC ꜙ API 

 ̧ RPC ᴌ 

Thinsboard RPCꜗ ⅎҿҩװ Е RPC ꜙ RPC Ї

ҿԋᶕ ᴂ RPC ҿ RPC Ї ꜙ

RPC ҿ ꜙ RPC ɼ 
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RPC 

RPCꜗ װ ה ɼ 

 

RPC ῝ ᶡЕ 

 

 ̧ ꜙ ɼ 

 ̧ ╦ɼ 

 ̧ Ҏ Ὴ ” ɼ 

҅ ∑ ᶕ ɻ Ỵ Ҳ

Ӑ ɼ 

 

RPC ҩү Е 

 ̧ method -  json ҷ  

 ̧ params -  json ҷ ∆  

ᶡЕ 

{  

   "method": "getCurrentTime",  

   "params": {}  

}  

ᶡЕῪ װ Ї ҷЇJOSN 

 

1631881236974 

 

RPC 

ᴌ ᶱ API ה RPC Їת ╦ LwM2M SNMP Ғ

RPCῚ ῗ Ґ API ᶡЕ 

 

 ̧ MQTT RPC API 

 ̧ CoAP RPC API 

 ̧ HTTP RPC API 

RPC 

RPC ת ņTO_SERVER_RPC_REQUESTņmessage type ∑

҅ UUID Ḧ ņrequestIdņᾣ ҲЖᵶ װ ∑ Ҳ

transformation, enrichment Ὶ ῇ Ї ῇ

ᶕװ RPC Call Reply ɼ 

 

ᶡ Еḷ ∑ ņgetCurrentTimeņRPC ╦ Їᶕ Ґװ JS

ש ņScriptņ Е 

 

var rpcResponse;  

if (msg.method === "getCurrentTime"){  

   rpcResponse = new Date().getTime();  

} else {  

   rpcResponse = "Unknown RPC request method: " + msg.method;   
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}  

return {msg: rpcResponse, metadata: metadata, msgType: msgType};  

 

 

 

ꜙ RPC 

ꜙ RPCꜗ ה └ Ї ɼ 

 

ꜙ RPC ῝ ᶡ ┼Е ɻ /ῗ ɻḷ gpio ɻḷ

ɼ 

 

ꜙ RPC ⅎҿװ Е 

 

 ̧ RPC Ї ҙҒ Ầᴑᵫ ɼ 

 ̧ RPC ᴰ └ Ї ҙ Ὺ └ ɼ 

ᴌ RPC ┼ 30 Ὺװ REST API

Ї ҿ Ὶ Ỵ└ Ҳ ꜙ Ӑ ᴌᴰ Ὶ ꜙ

Ї RPC ҿ Ғ ᴑᵫ ῇ/ ₴ ᴰ Ỵ
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∑ ɼ 

 

ᴌ ᶱԋ ӊ RPC ҙΊ ỴЇ

ӊ ∑ Ғᶉ  (PSM) ‟Ґɼ 

 

RPC  

RPC Ӏᵩ ү Е 

 ̧ method -  ЇRPC ɼᶡ ЕņgetCurrentTimeņ

ņgetWeatherForecastņɼ 

 ̧ params -  ЇRPC ЖJSON ҷ Ғ ∑ װ ņ{}ņɼ 

 ̧ timeout -  ЇRPC Ж ẅҿ 10000Ѓ10 Є ẅҿ 5000Ѓ5 Єɼ 

 ̧ expirationTime -  ЇRPC└ װ) ҿ ᵣЇUTC ). ∑

timeoutɼ 

 ̧ persistent -  ЇRPC ӊ Ж ꜘ[persistent] ғ[lightweight] RPC ẅ

ҿņfalseņɼ 

 ̧ retries -  ЇRPC ӊ Ж ₴ ӊ

RPC ɼ 

 ̧ additionalInfo -  ЇRPC ꜘḪ Ж ӎ ꜘ[persistent RPC events] ᾣ

ɼ 

ᶡЕ 

{  

   "method": "setGPIO",  

   "params": {  

     "pin": 4,  

     "value": 1  

   },  

  "timeout": 30000  

}  

ᶡЕ 

{  

   "pin": 4,  

   "value": 1,  

   "changed": true  

}  

ꜙ RPC 

ꜙ RPCᶕ REST API ᴀ ᴌ └ RPCD payload

RPC ת ҿ ∑ ꜘῚ ת ɼ 

 

ת Е 

 

REST API 

RPC ᶕ Ґ URL HTTP POST Е 

 

http(s)://host:port/api /plugins/rpc/{callType}/{deviceId}  
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url Е 

 

 ̧ http(s)://host:port ᴌ ꜙ URLЇᶡ https://

ᴌ.cloud  

 ̧ callType oneway twoway 

 ̧ deviceId ID 

҅ү JSON ҏ RPC ɼ 

 

ᶡ Е 

curl - v - X POST - d @set- gpio- request.json  

http://localhost:8080/api/plugins/rpc/twoway/$DEVICE_ID \  

-- header "Content - Type:application/json" \  

-- header "X- Authorization: $JWT_TOKEN" 

{  

  "method": "setGpio",  

  "params": {  

    "pin": "23",  

    "value": 1  

  }  

}  

Е  ᵶ $JWT_TOKEN JWT ת ҙ TENANT_ADMIN

CUSTOMER_USER $DEVICE_ID Ї Ґװ ת ɼ 

 

REST API RPC API ש ɼᶡ Е 

{  

   "pin": 4,  

   "value": 1,  

   "changed": true  

}  

REST API ӊ RPC ҅ ņrpcIdņɼᶡ Е 

{  

   "rpcId": "b10bb1a0- 0afd- 11ec- a08f- 1b3182194747" 

}  

ᶕװ ת ῗ Ḫ ӊ RPC ɼ 

 

ᴀ  

┼ ᴌ ԓ RPC ת ņRPC Buttonņ, ŅRound Switchņ, 

ŅSwitch ControlņņKnob ControlņЇ ֙ ᴌ װ ӎ RPC

װ ӎ ᴌᶕ ┼ API ת ɼ 

 

∑  

ᴌ REST API ꜙ RPC ת ᴰ

ņRPC_CALL_FROM_SERVER_TO_DEVICEņmessage type ∑ ɼ 
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ԓ ҅ UUID Ỵ ņrequestUUIDņᾣ ҲЇᵶ װ

∑ Ҳ transformation, enrichment Ὶ ῇ Ї ᶕ

RPC Call Request ɼ 

 

ᶕ generator ∕ RPCЕ 

var msg = { method: "rpcCommand", params: {} };  

var metadata = {  

    expirationTime: new Date().getTime() + 60000,  

    oneway: true,  

    persistent: false  

};  

var msgType = "RPC_CALL_FROM_SERVER_TO_DEVICE"; 

 

return { msg: msg, metadata: metadata, msgType: msgType };  
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ҏ ꜙ RPC 

ᴌ ᶱ API ה RPC ЇῚת ῗ Ґ

API ᶡЕ 

 ̧ MQTT RPC API 

 ̧ CoAP RPC API 

 ̧ HTTP RPC API 

ӊ RPC 

 

ᴌ 7 RPC ӊ Е 

 

 ̧ QUEUED -  RPC∕ Ḧ └ RPC └ Ї ‟Ґ ҅

RPC ֙ ‟Ґ ∆Ҳ ү ᴰ

ᶕ ņACTORS_RPC_SEQUENTIALņRPC ɼ 

 ̧ SENT -  ᴌ RPC └ ɼ 

 ̧ DELIVERED -  RPC one- way RPC ҅ Ж 

 ̧ SUCCESSFUL -  ᴌ └ two- way RPC Ж 

 ̧ TIMEOUT -  ᴌᴶ ЃMQTT/CoAP/LwM2M Є └ RPCJ Жᶕ

┼ Е MQTT_TIMEOUTЃ 10 ЄɻCOAP_TIMEOUTЃ 10 Єɻ

LWM2M_TIMEOUTЃ 12 Є Ғᴰ RPC ᴶ ҙ ҿ

װ RPCӀᵩҲ ņACTORS_RPC_MAX_RETRIESņ

┼Ѓ ҿ 5Єɼ 

 ̧ EXPIRED -  RPC מ֢ └ Ὺ └ Ж 

 ̧ FAILED -  ᴶ RPC ᴌҒ  ɼת
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RPC֢ װמ ꜘ └ ɻ֢מ RPCJ

RPC לῚ∑ת ת Ғᴰ └ ɼ 

 

∑ Ԑᴌ 

RPC ᵲҿ └ ∑ ү RPC ɼ Ґ

Е 

 

ῗRPC Ḫ RPC ᵩ ID ņadditionalInfoņɼ 

 

ŅRPC Successfulņ Ҳ

֙ ɼ 

 

Ґ ꜗ RPC ᶡЕ 

{  

    "id": {  

        "entityType": "RPC",  

        "id": "bea26301 - 1aec- 11ec- 9441- 73a37bbb7cd2" 

    },  

    "createdTime": 1632236465459,  

    "tenantId": {  

        "entityType": "TENANT",  

        "id": "ab937a40 - 3f98- 11eb- a8d6- f5a87f07d4be" 

    },  

    "deviceId": {  

        "entityType": "DEVICE",  

        "id": "3e46db70 - e480- 11eb- 9d0e- 1f8899a6f9b3" 

    },  

    "expirationTime": 1632236525354,  
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    "request": {  

        "id": "bea26301 - 1aec- 11ec- 9441- 73a37bbb7cd2", 

        "tenantId": {  

            "entityType": "TENANT",  

            "id": "ab937a40 - 3f98- 11eb- a8d6- f5a87f07d4be" 

        },  

        "deviceId": {  

            "entityType": "DEVICE",  

            "id": "3e46db70 - e480- 11eb- 9d0e- 1f8899a6f9b3" 

        },  

        "oneway": false,  

        "expirationTime": 1632236525354,  

        "body": {  

            "method": "rpcCommand", 

            "params": "{}"  

        },  

        "persisted": true,  

        "retries": null  

    },  

    "response": {  

        "test": "passed"  

    },  

    "status": "SUCCESSFUL", 

    "additionalInfo": "{ \ "param1\ ": \ "value1 \ ", \ "param2\ ": \ "value2 \ "}"  

}  

TTL  

ӊ RPC ᶕ RPC TTL Ҳ ɼ 

 

ᶕ SQL_TTL_RPC_ENABLED Ὴ ה Ҳ ӊ RPCɼ 

 

RPC ᶕ SQL_RPC_TTL_CHECKING_INTERVAL┼ ҿ 2 ɼ 
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2.9.  OTA  

ᴌ 3.3 ᾡ ᴌҏᴶ└ Ỵ ᴌⅎ

ῗ Ї API ᴌҐ ᴰ

ῗ Ỵ װ ᴀ ɼ 

 

Ỵ  

ņOTA ņ OTA Е 

 

 ̧  -  ᴌ ɼ 

 ̧  -  ᴌ ɼ Ὺ ҅ ɼ 

 ̧  -  ү ᴌ ҅ү ῡ װ Ғῡ

ᴌ Ӥᴰ ╦ ᴌ Їᵜ ⅎ

Ӑ╦Ғᴰ ɼ 
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 ̧  -  ᴌ Firmware Softwareɼ 

 ̧ Checksum ᴌ ɼ 

 ̧ Checksum -  ᴌ ẅ ∑ᴰ SHA- 256 ꜠ ɼ 

 ̧  -  ᴌ ɼ 

 

ᴌ ∆ װ ɻҐ ɻ∩ Ḫ Ї Ḫ

װ ┼ id checksum ẅ ҙ ᴰ ᴌ Ḫ ɼ 
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ᵲӤ REST API ɼ 

 

ᴌғ ᴌ 

ᴌῪ FOTA SOTA Ӑ ᶡ

ᴰᶕ FOTAᴥ LwM2M FOTA SOTA Ғ ɼ 

 

 

ᴌⅎ Ӑ ᶕװ Ї ꜘҐ Е 

 

 

 

 



V2.0                                                                                      42 

 42 

 

Ḫ ᾡ ᵶ ῡ OTA ᴌ Ѓ ῗ Ḫ ЄЇ

ᴰᶕ ᴌⅎ ɼ 

 

 

ᴌⅎ Ї ꜘҐ Е 
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ⅎ ᴌ ꜠ ⅎ ᴌ ᴌ ɼ 

 

ᶡ :Ẑ ᵶ D1 D2Ί ᴌ P1Е 

 

 ̧ F1ⅎ P1Ѓ Ḫ UI REST APIЄЇ D1 D2

ҿ F1ɼ 

 ̧ F2ⅎ D1Ѓ Ḫ UI REST APIЄ D1 ҿ F2ɼ 

 ̧ F3ⅎ ᴌ P1 ׃ D2Ї ҿ ⌡ⅎ ᴌ

ɼ D2 ҿ F3 D1 ᶕ F2ɼ 

װ ᴌ Ὶⅎ ԓלᴂ ᵜ ᴌ ɼ 

 

 

∩ ⅎ ҅ү ᴌ ɼ 

 

 

ᴌ ᴌⅎ ᴰ ᴰḦ

Ҳɼ 

Ί ᴑװ Ỵҿ҅ү ԓ ᴀ ɼ 

 

 

ᴌⅎ ҅ү ɼ 

ᴌ ᵜ └ ɼ 

ᴌ װ ᾭ ẅ ɼ 

װ∆ ‟ ҿ ⅎ 100 ү ῗ Ḫ

ɼ 

 

꜠  

ᴌ ᴌ ה ∆Ҳ ҿװҐΐ֩ Е 

 

 ̧ fw(sf)_title -   

 ̧ fw(sf)_version -   

 ̧ fw(sf)_size -  ᴌ  

 ̧ fw(sf)_checksum -  ᴌ  
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 ̧ fw(sf)_checksum_algorithm -   

 
װ MQTT, HTTP, CoAP LwM2MAPI ΐ֩ ɼ 

 

 

Ὶ ╦ ᴌҏ Python   ‼ ԋ ֙

ᶡ Ї ᴌ ҿ ᵲ ɼ 

 

 ̧ DOWNLOADING -  ᴌ Ґ  

 ̧ DOWNLOADED -  ᴌ Ґ  

 ̧ VERIFIED -  ᴌ  

 ̧ UPDATING -  ᴌ  

 ̧ UPDATED -  ᴌ ꜗ  

 ̧ FAILED -  ᴌ  

ᴌ ᴌ ꜗ Ґװ Е 

 

ᴌЕ 

 

{"current_fw_title": "myFirmware", "current_fw_version": "1.2.3", "fw_state": 

"UPDATED"} 

ᴌЕ 

 

{"current_sw_title": "mySoftware", "current_sw_version": "1.2.3", "sw_state": 

"UPDATED"} 

ᴌ ᴌ Ґװ Е 

 

ᴌЕ 

 

{"fw_state": "FAILED", "fw_error":  "the human readable message about the cause 

of the error"}  

ᴌЕ 

 

{"sw_state": "FAILED", "sw_error":  "the human readable message about the cause 

of the error"}  

 

ᴀ  
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ᴌ ᶱ ᴌ װ ᴌ Їɟ ֙

ɻ ꜠ װ ֙ ɼ 

 

ᴌ ᴀ  

ᴌ ү ꜠∕ ᴌ ᴀ Ї װ Ґ ᴀ JSON

ҿ ῇ ɼ 

 

 

└ ∆ װ ῗῚ ᴌ Ḫ ɼ 
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₵ Ņ ᴌ ņ Ї ԋװ Ίᵩ ᴌ ɼ 

 

ᴌ ᴀ  

ᴌ ү ꜠∕ ᴌ ᴀ Ї װ Ґ ᴀ JSON

ҿ ῇ ɼ 

 

װ └ ∆ װ ῗῚ ᴌ Ḫ ɼ 

 

₵ Ņ ᴌ ņ Ї ԋװ Ίᵩ ᴌ ɼ 

 

 

∆  

ᶕ Ґװ Ὺ Е 

 

export TB_QUEUE_CORE_FW_PACK_INTERVAL_MS=60000 

export TB_QUEUE_CORE_FW_PACK_SIZE=100 

ᴌ  

ҲḦ ᴌ ҿ 2GB Ғ ḷ ɼ 
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3.  ᴀ  

ᴌ ᶱԋ∕ ᴀ ⱵЇ үᴀ װ ᴌ

ү ᵩ Е ɻ ֥ ᴀ ⅎװ ɼ 

 

ꜘ 

ꜘ ᴀ Е 

 

ᴀ Ж 

ҏ ņ+ņ Ж 

 

ῇᴀ ɼ 

 

 

῎  

῎ ᴀ Е 

 

 ̧ ᴀ Ж 

 ̧ ₵Ņΐ֩ņ Ж 
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 ̧ Ҳ ₵Ņ ņ 

 ̧ Ḫ Ж 

 ̧ ┼ Ж 

ᶕװ ΐ֩ᴀ ῎ ῗ ɻ ֥ ᵩ װ Ὶ ɼ 

 

 

 

ᶕ ᴀ Ӑ╦ ᾨ Ὶ ԋ ֙ꜗ Ίᵩ ᵲɼ 

 

 

ᴀ Ҳ װ └Ίᵩ װ ᴀ Ҳḷ

Ї Ґᴀ ᴀ ҏ ɼ 

 

 

₵ Ґ ῇᴀ װ ᴀ Ί Ҳ ꜘ ᴌ

┼Ї ᶕװ Ḧ ᴀ Ḧ ɼ 

 

Ί  

ᴀ Ί ᾡ  ᶕ Ί Ҳ ɻ ɻ ɻ ⌡ ɻ 

ЇῚҲ҅֙ Ѓ ɻ Є׃ Ґ ЇῚל

Ґ װ Ί ҿ ɼ 
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⌡  

װ ⌡ ҿ ҅ү ү ᵩ Ї װ ꜠ ɼ 

 

⌡ ү ᵩ⌡ Ҳ ҅ Їלᴂ ᴰ └

ɼ 

 

꜠ ⌡ ⌡ Ѓᶡ Ņ ņЄЇ ⌡ ꜠ Ї

ҿ ∆ ”ԓᶕ ᴀ Ї װ ᴓ Ї∑ ⌡

ɼ װ ᴓ Ї∑ ⌡ ҿ ⅎ

ɼ 

 



V2.0                                                                                      50 

 50 
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ᵩ ᾡ ᵶҿ ᵩ⌡ ᵩ∆ ҅ү ɼ 

 

ᴂ ҅үᶡ Е 

Ẑ ҅ ү Ỵ ҙ Ї

Ỵҿ ∆ ӎ҅ү ҿ DHT22 ҙ

ᵤԓ 20%ɼ 

 

Е ꜘ װ ꜠ ҿ Ⱶɼ 
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ԓ ∆ Ņ ņ Ғ Ņ ņ ∆ ɼ 

 

ᶕװ Ғ ҅ ᶡ Е(A > 0 and A < 20) or (A > 

50 and A < 100)Ж ᶕװ ᶕ ńandńῗ Ғ ҩү ɼᶡ Е(A > 0 

and A < 20) and (B > 50 and B < 100)ņɼ 

╦ Ғ ᶕ ńorńῗ Ғ ᶡ Е(A > 0 and A < 20) or (B > 50 and B 

< 100)ɼ 

 

ᴌ 

 

ᴀ ᶕ ᴌ Ҳ ᴌ ה ҅ү ꜗ ᶱ
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ᶕ Їᶡ Е ɻ ┼ɻ HTMLῪ ɼ 

5 ᴌЕ 

 

 ̧ ẅ ᴌЕ װ Ѓᶡ Е 24 Є Ѓ2020

12 Є ᴌ Ғ Ж 

 ̧ ẅ ᴌЕ ᶡ Е Ж 

 ̧ RPC ┼ ᴌЕ ҿ RPC ת Ґ ┼ ᶡת ЕḦ

Ж 

 ̧ ᴌЕ ғ Ї ῗ Ḫ Ж 

 ̧ ᴌЕ ӎ  HTML Ὺ Ғᶕ ᴑᵫ ɼ 

װ ԋ └ ῗ ᴌ Ḫ ɼ 

 

ꜘ 

ᴌ ꜘ└ᴀ Е 

 

ῇ Ж 

₵Ņ+ņ Ņ ᴌ ņ Ж 

ᴌ Ж 

ᴌ Ņ ꜘ ᴌņ ɼ 
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ᴌ Ғ ɻ҅ү ү ɻ ЇŅ ꜘ ᴌņ

ү ԓ ӎ ᴌ ɼ 

Е Ὶל װ ẅɼ 

 

1.  

ᴌ ԓ ꜘ҅ү ү Ї ɻ ᵩ⌡ ɻ

∆ Ѓ ᵩ ∆Є Ї ҏ ᶕ ֙ ᵩЃ⌡ Є

ᴌװ ҿ ֙ ᵩ ֙ ɼ 

 

Ẑ Ҳ ҿ DHT22 ᴶ ᵤԓ 20%

ẅЇ װ ⌡ Ж ҩү ∆
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∆ ғ ᴌ ῗЕЃ ⌡ Є 

 

ҏ ᶡ ҲńtemperatureŃńhumidityŃҩү key ∆

ԋ”ԓ ᴌ Е 

 

 ̧ ∆ ᴌᾡ Ҳ Ж 

 ̧ ẅ ᴌᶕ ∆ɻ ᵩ Ж 

 ̧ ᴌҒ ᴑᵫ  

 ̧ ᴌᶕ Е ∆ɻ ɻ ᵩ ᵶ װ

ɼ 

Ҳ ∆ ᶳ װ Ҳ ꜘ Ї̔

└ ҏ װ ɼ 
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װ ẅ װ ᵣ ∑

װ Жɟ Е ү װ ꜘŅ£Cņ Ņ£Fņ

ᵜ ∑ ᶕ ⅎ⌡ ֙ ɼ 
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װ ᴌ ᴶῇ ש └ ᴶῇ

ɼ 
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2.  

ᵩ  

ᵩ ה ᵩ⌡ Ҳ ҅ү ᶡ ꜗ ᴌҏ

ɼ 

 

ᴀ ꜘ ᵩ⌡ Е 

 

ῇ  

ꜘꜘ  

ῇ⌡  

₵Ḧ  














































































































